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CbBmecTumocT Ha Zeron/V4 u HOBUAT periaMeHT 3a 3al4MTa Ha
NnnyHute gaHHu (GDPR)

YBaxkaemMu KInneHTw,

Ha 25 main 2018 Bnn3a B cuna HOBO eBPOMNENCKO 3aKOHOAATENICTBO, CBbP3aHO CbC 3aluTarta
Ha nnYHUTEe gaHHW — T.Hap. General Data Protection Regulation unu cekpateHo GDPR.

To3n pernamMeHT 3acsra BCUYKWM KOMMaHUKW, KOUTO 60OpaBAT C NMUYHU AaHHM B paMKuTe Ha
EBponewckus cbtos, 6e3 3HaueHne ganu ce 6asnpanm B AbpKaBa-yneHka Ha EC unu He, ToecT
KOMMaHuKn, KoUTO npoAasaT CTokuM unu ycnyrm B EC cblwo nonagat nof perynauyunte Ha
GDPR, gopu n ga HAmMaT hn3n4ecKko NpUCbLCTBNE TaMm.

Zeron V/4 npegnara cbBmectumocT ¢ GDPR pernameHTa Ha pasnuyHn HuBa. To3n JOKYMEHT
onucea Ta3n CbBMECTUMOCT.

NMpaBoTo pa 6bAew 3abpaBeH

Bcsika wacT Ha Zeron oT HomeHknaTtypu 1 brusHec npouecu no3eonsiea Ha notpedbutennte ga
N3TpMBaT JIMYHW OAHHW KaKTO Ha MHAMBMAYANHO HMBO, Taka M Ha HUBO opraHu3auus. B
3aBMcuMocT oT BawaTta nmnnemeHtaums Ha Zeron V/4, moxeTe Aa cb3gagete HeobxoaummuTe
YyCNoBWUsl 3a cras3BaHe Ha perfameHTa, Kato npu HeoOBXOAMMOCT onpedeneHn LaHHW,
kBanudpuumnpanu kato ,JIndHn®, morat ga 6vaaT u3TpUBaHW.

NMpeHocuMMOCT Ha AaHHUTE

Zeron V/4 npepnara 6orat Habop OT mMeToaM 3a eKCnopT Ha AaHHUTE KbM MONyNsipHU
dopmaTtu kato Excel, Word, Html, Text n gpyru.

3a pa moraTt agMuMHUCTpaTopuTe Ha Zeron ga pelwlaBaTt KouM noTpedutenu mmaT npaeBo Aa
eKkcnopTupar JaHHU, CbAbpXKallu NIMYHU JaHHK, B NnocneHaTa Bepcud Ha Zeron 2018.2, cve
nobaBunu cneuvanHu npaea 3a AOOCTbM OO0 ekcnopTta Ha AaHHuTe. Monum Bu pa ce
3ano3HaeTe ¢ HoBoCTUTE BbB Bepcusa 2018.2.

CurypHocT

Zeron V/4 npepnara 6e3KOMNPOMMCHO HMBO Ha CUMYPHOCT Ha MHGOPMAUMATE, KaKTo U
npeanasBaHeTo OT HeOoTOopM3WpaH [OCTbM Ha BCUYKM HMBa. B TOBa HanpaBneHve e
peanusupaHa crnegHaTta yHKLMOHANHOCT:

- KomyHukaumata mexgy KIMeHTCKust codpTyep M CbpBbpa € KpuntupaHa no AES
anropuTbM € M3Non3saHeTo Ha 128 6uToB kntod. [Npu xXenaHve, obMKUHATa Ha Koya
MOXe fa 6bae yeBenmyeHa go 256 6uta. Advanced Encryption Standard (AES) e
CbBPEMEHEH MEeXAYHApPOOHO NpuU3HaT CTaHgapT 3a KpUnTupaHe.
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- KomyHukaumsaATta € BBHWHM cuctemm e Ha ©Gasata Ha WEB APl uHTepdencu,
nanonseawm cranHgapteH HTTPS npotokonn Ha oOcHoBaTta Ha nocnegHuTte
Kpuntorpadckm npotokonm TLS 1.1 u TLS 1.2.

- beB'prIJeHCTBaHa cunctema 3a pgernermpaHe Ha npaBa OCHOBaHa Ha onpegereHa
rpynosa npmnHaganexHocT.

- CurypHoCT KOHTpOnMpaHa OT CbpBbpa: OTopu3auusita ce M3BbpLUBa Ha CbPBbLPA,
KOMTO Npunara gednHMpaHuTe NONMTUKN 32 KOHTPOI Ha focTbna. CbpBbPbT M3npaLla
Ha KIWEHTCKMS coddTyep camMo Tasu MHGopMauusi, OO KOATO NOTpebutenat e
OoTOPU3NPaH.

- [bBKkaBa aBTEHTUMKaLMNA: Bb3MOXHOCT 3a aBTEHTMKaUMs Ha noTpebutenute no
cobcTBeH meToA 6e3 HeobxoamumocT oT domain account.

- WHTerpmpaHe cbC cuctemuTte 3a CUNypHOCT M aBTeHTuKaums Ha Microsoft Windows
Server, Microsoft Active Directory n Microsoft SQL Server.

- JlecHa npocnegumMocT Ha [JencTeBusTa Ha BCekM noTpebuten — ecTecTBeHa
Bb3MOXHOCT BCMNeaCcTBME Ha (pakTa, Yye cuctemMaTta € MOCTPoeHa Ha NpuHUMna Ha
BOAellaTa pons Ha moayna 3a ynpasneHue Ha 6u3Hec npouecute. To3nm moayn
opraHuaupa v HanpasnsiBa Bcsika egHa 3agada B nogcuctemute ERP, CRM, Bpb3ku €
BbHLUHW CUCTEMU U T.H.

3a BCsIKakBM BLNPOCK OTHOCHO CbBMecTUMOCTTa Ha Zeron V/4 ¢ GDPR, mons obpbluante
ce kbM Bawwwmsa koHcyntaHT B EJIUT CodTyep.
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